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ABSTRACT

Dynamic circles of trust are representations of real world supply chains and collaborative networks in
which members co-operate with each other to produce and distribute goods and services. Dynamic

circles of trust may be permanent or temporary in nature.

In the dynamic circle of trust, in addition to the flow of materials and finances, the efficient and cost-

effective flow of information is essential to ensure the success of the transaction.

While intra-organizational information flow can be achieved by using IT tools, difficulties arise when
information has to be transmitted from one organization to another. At these touch points in the
dynamic circles of trust; the information flow tends to stagnate. The disparity of IT systems used by
firms in the dynamic circles of trust leads to the formation of ‘information silos’ or ‘information islands’.
Furthermore information flows from different sources in different formats which make it difficult to

integrate the information.

As the dynamic circles of trust expand, new members who use different IT systems are added to the
network. This makes the flow of information in the system more complicated. Issues related to trust

formation and security of information may also arise.

Several IT solutions have been adopted to ensure the flow of information in dynamic circles of trust.
To understand the evolution of this technology we explore some existing and emerging solutions
which address this gap. Our study indicates that there is a growing and strong demand for
technological innovations which enable the flow of information in dynamic circles of trust.
Technological innovations are driven by the industry, gaps in existing technology and industry-

government partnerships.

By exploring the problems in the flow of information in dynamic circles of trust we bring to light an

interesting issue essential to ensure business continuity.
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INTRODUCTION

Business transactions are usually conducted amongst firms that have established trusted
partnerships amongst themselves. This initial group of trusted partners form a circle of trust. For each
task, partners are usually chosen from this circle of trust. This dynamic formation of new “circles”
consisting of existing participants from a circle of trust can be visualized as a dynamic circle of trust.
While some dynamic circles of trust are formed on a permanent basis others are formed only for a
specific transaction. The combination of partners in the dynamic circle of trust is as dynamic as the

permutation.

For a transaction or series of transactions to be completed successfully, coordination between the
various partners in that circle is essential. The more coordinated is the flow of relevant data and

information, the more efficient and economically competitive will the interaction be.

As seen in the diagram, in the real world, supply chains can be better represented as a series of links

of chains that are set in motion in multi-directions as transactions and goods pass through them:

Figure 1: Dynamic Circles of Trust in Supply Chains

For each flow of the supply chain, there are several dynamic circles of trust in which players

cooperate to exchange physical goods, titles, documentation and monies to facilitate the movement of
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goods and services from the supplier to the buyer. This circle is then joined to another circle of trust

when commercial transactions are triggered by that one single player in the original circle.

Dynamic circles of trust are also observed amongst professionals such as lawyers, doctors and in
trading communities. Virtual teams or geographically dispersed teams are also examples of loosely

bound networks that are coordinated electronically.
INFORMATION EXCHANGE IN THE DYNAMIC CIRCLE OF TRUST

Whether it is Logistics Service Providers (LSPs), manufacturers, government agencies or financial

institutions, information exchange is critical to ensure the smooth operation of organizations.

“ The more important information people have at hand, the more they can make

transparent decisions. It’s all about the velocity and visibility of information.

--- Mark Wettasinghe

Vice President, Technical Services
DHL AP DESC ”

In today’s modern global economy organizations have become dependent on information technology
as the means of communication. The efficient flow of information is essential for effective inter and
intra-supply chain collaboration. Firms have become reliant on information technology to continuously

operate and deliver services and products.

“ In our current global economic environment, the criticality of having integrated
supply chains will be the differentiation factor for successful companies. In order to
profitably and reliably deliver against demand, and not waste idle capacity,
integrated data is essential to collaborate with customers and partners, to balance
demand and supply across a distributed network, and have the optimum capacities
and inventories at the right place at the right time to minimize and mitigate supply

risks.

--- Rodney Strata

Industry Principal, Transportation & Logistics
SAP Asia Pte Ltd ”
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Information technology (IT) plays a vital role in coordinating activities in dynamic circles of trust.
Efficient and cost-effective exchange of information within the different members of the dynamic circle

of trust is critical to the success of a transaction.
VISIBILITY OF INFORMATION IN THE DYNAMIC CIRCLES OF TRUST

Usually firms in the dynamic circle of trust rely on some form of information technology to transmit
information within their own organization. Information flows are created when organizations transact
with each other in the dynamic circle of trust. When dynamic circles of trust touch, nodes are created.
At the touch points problems of information flow from one circle to another may arise. This is because
while within a particular circle of trust, there will always be certain players who can orchestrate that

chain such that information is properly passed to the next party.

In cases of activities such as procurement, freight booking etc, the dominant partner is able to
implement systems and processes with which the submissive partner will have to cooperate. But as
the ripple of transactions flow outwards into secondary circles, the party position becomes weakened.
At this edge or touch-point of the circle, the visibility of data and information by other related partners

is weak or practically non-existent.

‘Visibility’ in the real world circle of trusts can be achieved by using information technology tools.

However there are some drawbacks of using IT systems which can be summarized as follows-

i) IT systems may not create sufficient efficiencies for information exchange between
the enterprise and its trading partners. It may be inefficient to communicate using IT
systems within and outside the dynamic circle of trust if members use disparate
IT systems.

i) IT systems may not cater to security concerns.

iii) IT systems may not be cost effective for communication with small, globally distant
suppliers. These suppliers may not have substantial IT budgets comparable to
those of large, well established global players. Some participants in the dynamic

circles of trust may not have continuous internet access.
When IT systems are used, information exchange stagnates because-

i) Data and information does not cross beyond the current periphery to the other outer
layers of circles of trust.

ii) The technology does not cater to dynamic changes and adaptations to the business
requirements such as formation of partnerships and transactions i.e. dynamically

changing trusted circles.
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iiiy Disparate and different systems are unable to “talk” to each other because of

technology or cost issues.

Complexity arises when increasingly disparate IT systems are used within an organization. The
situation becomes even more complicated when businesses transact with members in the dynamic
circle of trust who may or may not use the same IT architecture. This makes it difficult for IT systems
to communicate with each other. Commonly referred to as ‘the IT knot’ the challenge for IT
companies is to innovate such that visibility of information amongst partners in the circle of trust is

achieved.'

Visibility of information plays a critical role in enabling supply chain security.

“ Companies' global supply chain is becoming more vulnerable to any disruptions,
risk or government regulatory requirements. There is greater dependency amongst
the different parties to collaborate and share critical information with each other
to create a secure and resilient supply chain. Consequently technology that offers
event monitoring capabilities and complete visibility throughout the global supply
chain become critical. With complete visibility and appropriate event
management, organisations will be able to track the activities in the chain, alert
the appropriate parties in the supply chain of any deviations, proactively managed
the changes in the supply chain and evaluate appropriate actions to reduce the

supply chain risk.

--- Philip Kwa
Director, Transportation Solution, Specialty Sales, ASEAN
Oracle Corporation ”

OVERVIEW OF THE DATA INTEGRATION TECHNOLOGY MARKET

Integrating data from simple spreadsheets, flat files and other formats used by different members in

the circle of trust is a challenging task.

While some data integration and process management solutions focus on data integration alone,
other solutions provide both process flow management as well as data integration capabilities. In the
following section we present an overview of the data integration and process management market
followed by a scan of the process flow management and data integration solutions provided by

leading and emerging players in the landscape.
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DATA INTEGRATION TECHNOLOGY

Though cutting costs is an important priority for CIOs, business analysts and IT practitioners, data
integration has emerged as a critical IT goal. Data integration is the process of combining data from
multiple sources into actionable, insightful information. Integrated data helps managers understand
the business environment in which they operate and take better decisions. The data integration

market has witnessed steady growth in the past few years.

IDC has estimated that the worldwide data integration and access software market will grow to
US$3.8 billion in 2012, reflecting a compound annual growth rate (CAGR) of 8.7 percent from 2007 to
2012

A study by Gartner indicates that “Initial 2007 market share estimates backed by strong fourth quarter
and year-end earnings reports across the market landscape indicate solid performance for the
worldwide data integration tools market in 2007, with record annual revenue growth of more than
24%.1! |||

North America ' - 43

Europe, Middle East... 1128

Asia Pacific 1 99
. [0 % Responded
Latin America  pomy 7

Which part of the...

0 10 20 30 40 50

Source: Adapted from “State of the Data Integration Market 2008-2009: An Oracle
White Paper” (2008)

Integration of processes and data has several different aspects. These are internal integration and
external integration. These are further subdivided into business to business, business to process,

database to database and application to application integration.
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Source: Adapted from “Untangle the IT Knot Developing a Comprehensive
Data Integration Strategy” (2008)

EXISTING TECHNOLOGIES

The traditional ETL tools operate by first Extracting the data from various sources, Transforming the
data on a proprietary, middle-tier ETL engine, and then Loading the transformed data onto the target
data warehouse or integration server." Extract, Transform and Load (ETL) originated 10 years ago.
The main drawbacks of using traditional ETL data integration technology is that it is a 2-step process
where data needs to be moved twice - once between the data source and the ETL server and then
between the ETL server and the target data warehouse after transformation. The transformation
phase is computer intensive and requires a dedicated server. The transformation phase takes place
line-by-line and therefore becomes the bottleneck. Another drawback of this technology is that the

user needs to define how the process will take place.

Conventional “ETL” Architecture

Extract

Source: Adapted from “Oracle Data Integrator Enterprise Edition A
Technical Overview” (2009)
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An improvement on the traditional technology, Extract, Load and then Transform (E-LT) uses both
manual coding and ETL approaches in the same solution. It eliminates the need for an extra server,
instead works by Extracting the data from the source tables, Loading the tables into the destination
server, and then Transforming the data on the target RDBMS (Relational database management
system) using manual coding. Therefore by using existing hardware and separate engine required,
hardware and software costs are reduced. E-LT has been adopted extensively by Oracle Data
Integrator Enterprise Edition.

Next Generation “E-LT” Architecture

Extract

Source: Adapted from “Oracle Data Integrator Enterprise Edition A
Technical Overview” (2009)

The SAP NetWeaver platform provides both data unification and process integration technology. It
allows SAP users to accumulate data from non-SAP users such as RosettaNet users and unify it into
a single format. SAP NetWeaver uses the ‘hub and spoke’ architecture to address integration
requirements.

Business
Partner

MNon-5AP
Applicalion

SAP
Application

Source: Adapted from “Solution in Detail - End to End Integration” with SAP Netweaver
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“ SAP’s DNA has always focused on providing a business process platform with open
standards (Enterprise Services Oriented Architecture) enabling synchronized data
integration, visibility across multiple and complex supply chains. SAP Industry
Solutions provide process integration the “ability” to react, respond and execute
against the data across global supply chains as the differentiating “best practice”

for becoming a best run business.

--- Rodney Strata

Industry Principal, Transportation & Logistics
SAP Asia Pte Ltd ,’

Microsoft BizTalk Server, a business process management server uses “adapters” to communicate
with different software systems in a large organization. It allows systems to automate and integrate
exchange of business documents such as Purchase orders and invoices between disparate

applications and across organizational boundaries.

Electronic Data Interchange (EDI) or the ‘paperless’ method for sending and receiving business
documents has gained popularity amongst firms in recent years. EDI can be used to transmit
information contained in paper-based Request for Quotations (RFQs) and Purchase Orders (POs)
electronically. These documents are transmitted using certain standards such as EDIFACTS. The
electronically transmitted dialogue between trading partners does not allow for human intervention

except for error correction, quality checks or in specific situations.

(™

I

Buyer

VAN

ﬁ

E EDI Interface

Supplier

Source: Functioning of Electronic Data Interchange
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Several types of EDI such as EDI through VAN (Value Added Network), EDI through Internet (Web
based EDI), AS2 EDI (Internet based EDI) exist. Several organizations are migrating from VAN-based
EDI to AS2 EDI to save costs. Once files are received through the VAN or the AS2, an EDI integration
software or mapper is required to transfer the data into the companies Enterprise Resource Planning

systems.

Among the several advantages of using EDI the most prominent are the efficiency, accuracy and
speed achieved in data transmission. High costs of implementation, changes required in the business

processes are a few of the deterrents.
INNOVATION IN TECHNOLOGY

Innovation is defined as the ‘adoption of an idea or behavior new to an organization’.” Innovations can
be of two types- product innovations which are defined as ‘the introduction of new products or
services that shift or expand an organization's domain and process innovations’ defined as ‘the
introduction of new methods, procedures or responsibilities within existing domains’." IT innovations
may occur in both areas. Innovations are also classified as ‘radical innovations’ where the product
introduced differs significantly from the previous product and incorporates several technological

advances.” Companies that follow this path of innovation include Apple and BMW. Innovations are
also classified as ‘incremental innovations’ where the product or service improves slightly upon the

previous product. Toyota can be classified as an innovator of this nature.

In IT innovations, diffusion of the innovation or its adoption by the population over a period of time is a
critical aspect. Innovation speed or the time taken from the first spark to the final product is crucial in
gaining an edge over the competitor. Time-to-market plays an important role in determining the
success of an IT innovation. Several companies adopt a ‘castle building’ approach to innovation
spending millions of dollars perfecting an innovation while others introduce a product and improve it

subsequently as per the customer’s requirements.

The S-Curve innovation lifecycle seen in the following Figure displays the gap between the current
technology and the emerging technology. It represents the lifecycle of technology adoption where in
the beginning the technology is adopted slowly. After diffusion is successful, the return on investment
starts improving. The Innovation Decision Process theory devised by Rogers states that innovation
diffusion is a process that occurs over time through five stages: Knowledge, Persuasion, Decision,

viii

Implementation and Confirmation.

10
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Source: Rogers, E. M. (2003), “Diffusion of Innovations,” 5th ed.
New York, NY: Free Press.

Innovation is a source of competitive advantage to firms. Firms innovate to provide the best-in-class
solutions to existing problems so that they can succeed in winning customers and skim the market for
profits. Technology innovations are usually industry driven, addressing gaps in existing technology,

and seeking new solutions to old problems.

The institutional environment and government organizations also play a critical role in promoting

innovation in technology.

“ IDA endeavors to create a conducive infocomm environment for businesses with a
view to encouraging competition and innovation in Singapore. Our approach is to
consult the industry and public and make timely policy decisions in order to

respond to market developments and consumer needs.

--- RADM (NS) Ronnie Tay
Chief Executive Officer

Infocomm Development Authority, Singapore
Source: http://www.ida.gov.sg/insg/Aug08/inf.html| ”

Data Integration and business process management are emerging areas which have attracted the
attention of established firms and entrepreneurs alike. In the next section we discuss the innovations

in the field of data integration and business process management and examine the underlying

architecture of leading solutions.

1
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EMERGING TECHNOLOGIES

Dynamism of Cross Arenas (DoXA), a process management and data integration software application
addresses the problem of process management and integration of data from disparate sources used
by different vendors. Developed by Eucharist-Tech Pte Ltd, a Singapore-based start-up, DoXA
leverages on the defacto standard language for data integration, Extensible Markup Language (XML),
to perform transformations on the data and formats the data in a readable and presentable document
format. The most interesting concept introduced by Eucharist-Tech is the flexible and dynamic
creation of circles of trust among business partners. One of the key principles driving DoXA is the
concept of ‘dynamic circles of trust’ or DCOT. Dynamic circles of trust deals with four essential
elements in business transactions among business partners: trust formation, lifespan of business
relationships, information security and importantly, the information being shared and/or exchanged.
DoXA does not differentiate between intra-organisational or inter-organisational partners, and hence
is available as a process and data integration tool both within an organisation, among organisations or
a hybrid of both. As a business fundamental, this technology is basically business domain agnostic

and is applied anywhere these 4 basic elements of business transaction exists.

In the context of the global sourcing and purchasing processes in supply chain, DoXA empowers
supply chain owners with the ease and capability to invite Tier-1 suppliers to join their dynamic circle
of trust. These Tier-1 suppliers, in turn can request their Tier-2 suppliers to download a DoXA client
and participate in the dynamic circle of trust. This multiplier effect of inviting suppliers into the supply

chain can be easily propagated down the chain.

A iy OO
: Ilm“ ii§ Cmv/00  wean B uces
1 Clienmt ? o
Product Manufacturing Flan @rro [mm
, . %
upplier2
P Pk  RFGRRRGs | gl (:lllml
Supply
Shortage . ‘
% |
.I I i o [‘.'lilmt Supplier 3
| A 5 |
| | 8. “ :
| =l
10" po Confurmansns Client Suppliern
Tier 2-n Suppliers

' ‘ Tier 1 Suppliers

Copywight 2008 - Bue harist Pte Lid

Source: Representation of the working of DoXA, Eucharist-Tech Pte Ltd.
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DoXA can be used to structure procurement workflows and generate forms which can be used for
different purposes such as purchase orders (POs) and request for quotations (RFQs). Using the

DoXA client, Tier-1 and Tier-2 suppliers can respond to these workflows and forms electronically.

DoXA extracts data from various formats, such as spreadsheets and flat files, and presents it in a

simple and editable format, enabling intelligent decision-making possible for business users.

Sopplier iDoX ACliend)

Supplier (DOXACM% ﬂ

Supplier (DoXACH
ier { lelﬂlﬂ Inlegrated Dcio View

T 6...

Supplier { JoXAClienl

The notable difference between DoXA and existing procurement technologies is that DoXA is used to

create (or to amend) and deploy transactions among the DCOT members even as the 4 basic
elements continue to change in business.

DYNAMISM OF CIRCLES OF TRUST

As networks globalize, new members are constantly being added and removed from the existing

dynamic circles of trust. These members often grouped together to achieve a common business goal.

The dynamic circle of trust can be visualized as holarchies of collaborative enterprises in which each
enterprise can be considered to be a holon (broadly speaking an entity, agent, system).i" These
organizations cluster into collaborative holarchies to produce a good or a service. A dynamic

configuration emerges when the best partners for the collaboration are chosen to complete a task.

13
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However when the task is completed, the configuration changes, contributing to the dynamism of the
cluster.

Source: Adapted from ‘FIPA-enabled Holonic Enterprise’, Ulieru M., 2001

The communities in the dynamic circle of trust are never static; rather they tend to be in flux. As
shown in the following figure, a company (C1) could be a member of both Community 1 (together with
C2) and Community 2 (together with C4) simultaneously. A new partner C3 could also join both
Community 1 and Community 2, thus expanding the Dynamic Circles of Trust. Maintaining and
updating profiles of the members in distributed, overlapping and networked communities can pose to
be a challenging and complex task. Communications between the members in this dynamic business

environment must be managed and tracked.

c2
Community 1

Source: Community Management, Eucharist-Tech Pte. Ltd.

14
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LIFESPAN OF BUSINESS RELATIONSHIPS

In the real world, firms are constantly seeking new partners and establishing relationships with other
firms. Conventional IT systems do not provide an easy method to reflect the new relationship
dynamics. To establish strong relationships, members must continuously invest in IT systems which
allow them to converse with the key company. This may hamper and restrict the lifespan of the
relationship.

In the dynamic circle of trust, relationship are nurtured and maintained. Potential members join the
circle of trust upon invitation by the community manager. Theoretically, the dynamic circle of trust has
an infinite lifespan. New members can be added into the community. While some members in the
dynamic circle of trust may not participate in transactions on a regular basis, they continue to be a
part of the network. When the relationship stagnates, the community manager can remove members

from the dynamic circle of trust.
INFORMATION SECURITY

Security of information is an essential requirement for online transactions. Although email is an easy
and cost effective method of exchanging information, it is a vulnerable form of communication channel
unless encrypted or accompanied with digital signatures. Email phishing is an example of the security

threat faced in using emails as a means of secure communication.

Public key infrastructure is often used to create a secure environment for online transactions. This
infrastructure relies on the sharing of public keys to trusted members only, and only the intended
audience of the encrypted information has the private key to decrypt the information. Public key

infrastructure is one of the good practices to ensure secured information exchanges.
TRUST FORMATION

Firms usually transact with firms with whom they have established trusted partnerships. Trust is
developed between two entities through frequent interactions, effective communications, goal

congruence, sharing common values, cultural similarities and transaction-specific investments.

In the dynamic circle of trust, partnerships are established by adding organizations to the circle of trust.
Trust is established through mutual sharing of information and through transaction-specific

investments.

Trust is considered to be one of the most important ingredients for continuing a successful
relationship. Having trust between the trading partners can help to improve performance and reduce

the costs of transactions in a relationship.

15
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CONCLUSION

Dynamic circles of trust are a representation of the network dynamics which exist in the real world
business environment. In addition to the smooth flow of materials and finances, the efficient flow of

information is a critical element of this network dynamics.

Information technology is the widely adopted tool which facilitates the flow of information within the
dynamic circles of trust. However some questions arise in the use of information technology as the

enabling mechanism for information flow in the dynamic circle of trust.

One of the questions that remain unanswered is how to ensure the smooth flow of information
between IT systems which do not communicate with each other or in layman’s terms ‘do not talk’ to
each other. While several IT systems exist to ensure the intra-organizational information flow,
achieving smooth and efficient exchange of information within the dynamic circles of trust continues to
be a challenge. Unless the smooth flow of information is achieved within the organization, information

‘islands’ or ‘silos’ are created, which decrease the efficiency of the network.

Another challenge that companies face is the integration of data which flows in from different sources
into a simple, consolidated format. Integrated data helps in improving decision making and the overall
efficiency of the network. Innovators are constantly seeking answers to these problems, introducing

new solutions which address these issues.

In this paper we shed some light on the different information technology tools which are being used to
enable the flow of information in the dynamic circles of trust. We also explore the different data
integration and business process management solutions which address this issue. The overview of

the market indicates a strong and growing demand for solutions that try to solve these problems.

Furthermore, we explore the dynamism of the circle of trust. As the network expands, participants are
constantly being added to the circle of trust, which complicates the communication issues in the
dynamic circle of trust. Trust plays an important role in ensuring the success of a relationship. We

explore some issues related to trust formation and information security in the dynamic circle of trust.

To conclude, this white paper attempts to highlight problems and solutions which exist in the smooth
flow of information in the dynamic circle of trust. The objective of the paper is to enlighten the reader
and invoke a thought provoking discussion on an issue of relevance to the dynamic business

environment.

16
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